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52.202-1 DEFINITIONS (NOV 2013)
When a solicitation provision or contract clause uses aword or term that is defined in the Federal Acquisition
Regulation (FAR), the word or term has the same meaning as the definition in FAR 2.101 in effect at the time
the solicitation was issued, unless—
(a) The solicitation, or amended solicitation, provides a different definition;

(b) The contracting parties agree to a different definition;

(c) The part, subpart, or section of the FAR where the provision or clause is prescribed provides a
different meaning; or

(d) Theword or term is defined in FAR Part 31, for use in the cost principles and procedures

52.203-13 Contractor Code of Business Ethicsand Conduct (OCT 2015)
(a) Definitions. As used in this clause —

Agent means any individual, including a director, an officer, an employee, or an independent
Contractor, authorized to act on behalf of the organization.

Full cooperation —

(1) Means disclosure to the Government of the information sufficient for law enforcement to
identify the nature and extent of the offense and the individual s responsible for the conduct. It
includes providing timely and complete response to Government auditors and investigators

request for documents and access to employees with information;

(2) Does not foreclose any Contractor rights arising in law, the FAR, or the terms of the contract.
It does not require —

(i) A Contractor to waive its attorney-client privilege or the protections afforded by the
attorney work product doctrine; or

(if) Any officer, director, owner, or employee of the Contractor, including a sole
proprietor, to waive his or her attorney client privilege or Fifth Amendment rights; and

(3) Does not restrict a Contractor from —
(i) Conducting an internal investigation; or

(i) Defending a proceeding or dispute arising under the contract or related to a potential
or disclosed violation.

Principal means an officer, director, owner, partner, or a person having primary management or
supervisory responsibilities within a business entity (e.g., general manager; plant manager; head of a
division or business segment; and similar positions).

Subcontract means any contract entered into by a subcontractor to furnish supplies or services for
performance of a prime contract or a subcontract.

Subcontractor means any supplier, distributor, vendor, or firm that furnished supplies or servicesto or
for a prime contractor or another subcontractor.

United States means the 50 States, the District of Columbia, and outlying aress.
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(b) Code of business ethics and conduct.

(1) Within 30 days after contract award, unless the Contracting Officer establishes alonger time
period, the Contractor shall —

(i) Have awritten code of business ethics and conduct;

(if) Make a copy of the code available to each employee engaged in performance of the
contract.

(2) The Contractor shall —
(i) Exercise due diligence to prevent and detect criminal conduct; and

(ii) Otherwise promote an organizational culture that encourages ethical conduct and a
commitment to compliance with the law.

) (i) The Contractor shall timely disclose, in writing, to the agency Office of the Inspector
Genera (OIG), with a copy to the Contracting Officer, whenever, in connection with the
award, performance, or closeout of this contract or any subcontract thereunder, the
Contractor has credible evidence that a principal, employee, agent, or subcontractor of the
Contractor has committed —

(A) A violation of Federal criminal law involving fraud, conflict of interest,
bribery, or gratuity violations found in Title 18 of the United States Code; or

(B) A violation of the civil False Claims Act (31 U.S.C. 3729-3733).

(il) The Government, to the extent permitted by law and regulation, will safeguard and
treat information obtained pursuant to the Contractor's disclosure as confidential where
the information has been marked “confidential or “proprietary” by the company. To the
extent permitted by law and regulation, such information will not be released by the
Government to the public pursuant to a Freedom of Information Act request, 5 U.S.C.
Section 552, without prior notification to the Contractor. The Government may transfer
documents provided by the Contractor to any department or agency within the Executive
Branch if the information relates to matters within the organization's jurisdiction.

(iii) If the violation relates to an order against a Governmentwide acquisition contract, a
multi-agency contract, a multiple-award schedule contract such as the Federal Supply
Schedule, or any other procurement instrument intended for use by multiple agencies, the
Contractor shall notify the OIG of the ordering agency and the |G of the agency
responsible for the basic contract.

(c) Business ethics awareness and compliance program and internal control system. This paragraph (c)
does not apply if the Contractor has represented itself as a small business concern pursuant to the award
of this contract or if this contract is for the acquisition of acommercial item as defined at FAR 2.101.
The Contractor shall establish the following within 90 days after contract award, unless the Contracting
Officer establishes alonger time period:

(1) An ongoing business ethics awareness and compliance program.

(i) This program shall include reasonable steps to communicate periodically andin a
practical manner the Contractor's standards and procedures and other aspects of the
Contractor's business ethics awareness and compliance program and internal control
system, by conducting effective training programs and otherwise disseminating
information appropriate to an individual's respective roles and responsibilities.

(ii) Thetraining conducted under this program shall be provided to the Contractor's
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principals and employees, and as appropriate, the Contractor's agents and subcontractors.
(2) Aninterna control system.
(i) The Contractor'sinternal control system shall —

(A) Establish standards and procedures to facilitate timely discovery of improper
conduct in connection with Government contracts; and

(B) Ensure corrective measures are promptly instituted and carried out.

(if) At aminimum, the Contractor's internal control system shall provide for the
following:

(A) Assignment of responsibility at a sufficiently high level and adeguate
resources to ensure effectiveness of the business ethics awareness and compliance
program and internal control system.

(B) Reasonable efforts not to include an individual as a principal, whom due
diligence would have exposed as having engaged in conduct that isin conflict
with the Contractor's code of business ethics and conduct.

(C) Periodic reviews of company business practices, procedures, policies, and
internal controls for compliance with the Contractor's code of business ethics and
conduct and the special requirements of Government contracting, including —

(2) Monitoring and auditing to detect criminal conduct;

(2) Periodic evaluation of the effectiveness of the business ethics
awareness and compliance program and internal control system,
especidly if criminal conduct has been detected; and

(3) Periodic assessment of the risk of criminal conduct, with appropriate
steps to design, implement, or modify the business ethics awareness and
compliance program and the internal control system as necessary to
reduce the risk of criminal conduct identified through this process.

(D) An internal reporting mechanism, such as a hotline, which allows for
anonymity or confidentiaity, by which employees may report suspected instances
of improper conduct, and instructions that encourage employees to make such
reports.

(E) Disciplinary action for improper conduct or for failing to take reasonable
steps to prevent or detect improper conduct.

(F) Timely disclosure, in writing, to the agency OIG, with a copy to the
Contracting Officer, whenever, in connection with the award, performance, or
closeout of any Government contract performed by the Contractor or a
subcontractor thereunder, the Contractor has credible evidence that a principal,
employee, agent, or subcontractor of the Contractor has committed a violation of
Federal criminal law involving fraud, conflict of interest, bribery, or gratuity
violations found in Title 18 U.S.C. or aviolation of the civil False Claims Act (31
U.S.C. 3729-3733).

(2) If aviolation relates to more than one Government contract, the
Contractor may make the disclosure to the agency OIG and Contracting
Officer responsible for the largest dollar value contract impacted by the
violation.
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(2) If the violation relates to an order against a Governmentwide
acquisition contract, a multi-agency contract, a multiple-award schedule
contract such as the Federal Supply Schedule, or any other procurement
instrument intended for use by multiple agencies, the contractor shall
notify the OIG of the ordering agency and the |G of the agency
responsible for the basic contract, and the respective agencies contracting
officers.

(3) The disclosure requirement for an individual contract continues until
at least 3 years after final payment on the contract.

(4) The Government will safeguard such disclosures in accordance with
paragraph (b)(3)(ii) of this clause.

(G) Full cooperation with any Government agencies responsible for audits,
investigations, or corrective actions.

(d) Subcontracts.

(1) The Contractor shall include the substance of this clause, including this paragraph (d), in
subcontracts that have avalue in excess of $5.5 million and a performance period of more than
120 days.

(2) In altering this clause to identify the appropriate parties, al disclosures of violation of the civil
False Claims Act or of Federal criminal law shall be directed to the agency Office of the
Inspector General, with a copy to the Contracting Officer.

52.203-15 WHISTLEBL OWER PROTECTIONS UNDER THE
AMERICAN RECOVERY AND REINVESTMENT ACT OF 2009
(JUN 2010)

(a) The Contractor shall post notice of employees rights and remedies for whistleblower protections
provided under section 1553 of the American Recovery and Reinvestment Act of 2009 (Pub. L. 111-5)
(Recovery Act).

(b) The Contractor shall include the substance of this clause, including this paragraph (b), in all
subcontracts that are funded in whole or in part with Recovery Act funds.

52.203-17 CONTRACTOR EMPLOYEE WHISTLEBLOWER
RIGHTSAND REQUIREMENT TO INFORM EMPLOYEES OF
WHISTLEBLOWER RIGHTS (APR 2014)

(a) This contract and employees working on this contract will be subject to the whistleblower rights and
remedies in the pilot program on Contractor employee whistleblower protections established at 41
U.S.C. 4712 by section 828 of the National Defense Authorization Act for Fiscal Y ear 2013 (Pub. L.
112-239) and FAR 3.908.

(b) The Contractor shall inform its employees in writing, in the predominant language of the workforce,
of employee whistleblower rights and protections under 41 U.S.C. 4712, as described in section 3.908
of the Federal Acquisition Regulation.

(c) The Contractor shall insert the substance of this clause, including this paragraph (c), in all
subcontracts over the simplified acquisition threshold.

52.203-3 GRATUITIES (APR 1984)
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(a) Theright of the Contractor to proceed may be terminated by written notice if, after notice and
hearing, the agency head or a designee determines that the Contractor, its agent, or another
representative—

(2) Offered or gave a gratuity (e.g., an entertainment or gift) to an officer, official, or employee of
the Government; and

(2) Intended, by the gratuity, to obtain a contract or favorable treatment under a contract.
(b) The facts supporting this determination may be reviewed by any court having lawful jurisdiction.
(c) If this contract is terminated under paragraph (a) above, the Government is entitled—

(1) To pursue the same remedies as in a breach of the contract; and

(2) In addition to any other damages provided by law, to exemplary damages of not less than 3
nor more than 10 times the cost incurred by the Contractor in giving gratuities to the person
concerned, as determined by the agency head or adesignee. (This subparagraph (c)(2) is
applicable only if this contract uses money appropriated to the Department of Defense.)

(d) Therights and remedies of the Government provided in this clause shall not be exclusive and arein
addition to any other rights and remedies provided by law or under this contract.

52.203-6 RESTRICTIONS ON SUBCONTRACTOR SALESTO THE
GOVERNMENT (SEP 2006) (ALTERNATE |—OCT 1995)

(8) Except as provided in (b) below, the Contractor shall not enter into any agreement with an actual or
prospective subcontractor, nor otherwise act in any manner, which has or may have the effect of
restricting sales by such subcontractors directly to the Government of any item or process (including
computer software) made or furnished by the subcontractor under this contract or under any follow-on
production contract.

(b) The prohibition in paragraph (&) of this clause does not preclude the Contractor from asserting rights
that are otherwise authorized by law or regulation. For acquisitions of commercia items, the
prohibition in paragraph (a) applies only to the extent that any agreement restricting sales by
subcontractors results in the Federal Government being treated differently from any other prospective
purchaser for the sale of the commercial item(s).

(c) The Contractor agrees to incorporate the substance of this clause, including this paragraph (c), in all
subcontracts under this contract which exceed the simplified acquisition threshold.

52.204-10 REPORTING EXECUTIVE COMPENSATION AND
FIRST-TIER SUBCONTRACT AWARDS (OCT 2015)

(a) Definitions. As used in this clause:
“Executive” means officers, managing partners, or any other employees in management positions.

“First-tier subcontract” means a subcontract awarded directly by the Contractor for the purpose of
acquiring supplies or services (including construction) for performance of a prime contract. It does not
include the Contractor’ s supplier agreements with vendors, such as long-term arrangements for
materials or supplies that benefit multiple contracts and/or the costs of which are normally applied to a
Contractor’s general and administrative expenses or indirect costs.

“Month of award” means the month in which a contract is signed by the Contracting Officer or the
month in which afirst-tier subcontract is signed by the Contractor.
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“Total compensation” means the cash and noncash dollar value earned by the executive during the
Contractor’s preceding fiscal year and includes the following (for more information see 17 CFR
229.402(c)(2)):

(1) Salary and bonus.

(2) Awards of stock, stock options, and stock appreciation rights. Use the dollar amount
recognized for financial statement reporting purposes with respect to the fiscal year in accordance
with the Financial Accounting Standards Board’s Accounting Standards Codification (FASB
ASC) 718, Compensation-Stock Compensation.

(3) Earnings for services under non-equity incentive plans. This does not include group life,
health, hospitalization or medical reimbursement plans that do not discriminate in favor of
executives, and are available generally to al salaried employees.

(4) Changein pension value. Thisis the change in present value of defined benefit and actuarial
pension plans.

(5) Above-market earnings on deferred compensation which is not tax-qualified.

(6) Other compensation, if the aggregate value of all such other compensation (e.g., severance,
termination payments, value of life insurance paid on behalf of the employee, perquisites or
property) for the executive exceeds $10,000.

(b) Section 2(d)(2) of the Federal Funding Accountability and Transparency Act of 2006 (Pub. L.
109-282), as amended by section 6202 of the Government Funding Transparency Act of 2008 (Pub. L.
110-252), requires the Contractor to report information on subcontract awards. The law requires all
reported information be made public, therefore, the Contractor is responsible for notifying its
subcontractors that the required information will be made public.

(c) Nothing in this clause requires the disclosure of classified information.

(d) (1) Executive compensation of the prime contractor. As apart of its annual registration
requirement in the System for Award Management (SAM) database (FAR provision 52.204-7),
the Contractor shall report the names and total compensation of each of the five most highly
compensated executives for its preceding completed fiscal year, if —

(i) In the Contractor’s preceding fiscal year, the Contractor received —

(A) 80 percent or more of its annual gross revenues from Federal contracts (and
subcontracts), loans, grants (and subgrants), cooperative agreements, and other
forms of Federa financial assistance; and

(B) $25,000,000 or more in annual gross revenues from Federal contracts (and
subcontracts), loans, grants (and subgrants), cooperative agreements, and other
forms of Federal financial assistance; and

(ii) The public does not have access to information about the compensation of the
executives through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C. 78m(a), 780(d)) or section 6104 of the Internal
Revenue Code of 1986. (To determineif the public has access to the compensation
information, see the U.S. Security and Exchange Commission total compensation filings
at http://www.sec.gov/answers/execomp.htm.).

(2) First-tier subcontract information. Unless otherwise directed by the contracting officer, or as
provided in paragraph (g) of this clause, by the end of the month following the month of award of
afirst-tier subcontract with a value of $30,000 or more, the Contractor shall report the following

information at http://www.fsrs.gov for that first-tier subcontract. (The Contractor shall follow the
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instructions at http://www.fsrs.gov to report the data.)
(i) Unique identifier (DUNS Number) for the subcontractor receiving the award and for
the subcontractor’ s parent company, if the subcontractor has a parent company.
(if) Name of the subcontractor.
(iii) Amount of the subcontract award.
(iv) Date of the subcontract award.

(v) A description of the products or services (including construction) being provided
under the subcontract, including the overall purpose and expected outcomes or results of
the subcontract.

(vi) Subcontract number (the subcontract number assigned by the Contractor).

(vii) Subcontractor’s physical address including street address, city, state, and country.
Also include the nine-digit zip code and congressional district.

(viii) Subcontractor’s primary performance location including street address, city, state,
and country. Also include the nine-digit zip code and congressional district.

(ix) The prime contract number, and order number if applicable.

(x) Awarding agency name and code.

(xi) Funding agency name and code.

(xii) Government contracting office code.

(xiii) Treasury account symbol (TAS) as reported in FPDS.

(xiv) The applicable North American Industry Classification System code (NAICS).

(3) Executive compensation of the first-tier subcontractor. Unless otherwise directed by the
Contracting Officer, by the end of the month following the month of award of afirst-tier
subcontract with a value of $30,000 or more, and annually thereafter (calculated from the prime
contract award date), the Contractor shall report the names and total compensation of each of the
five most highly compensated executives for that first-tier subcontractor for the first-tier
subcontractor’ s preceding compl eted fiscal year at http://www.fsrs.gov, if —

(i) In the subcontractor’ s preceding fiscal year, the subcontractor received —

(A) 80 percent or more of its annual gross revenues from Federal contracts (and
subcontracts), loans, grants (and subgrants), cooperative agreements, and other
forms of Federal financial assistance; and

(B) $25,000,000 or morein annua gross revenues from Federal
contracts (and subcontracts), loans, grants (and subgrants), cooperative
agreements, and other forms of Federal financial assistance; and

(i) The public does not have access to information about the compensation of the
executives through periodic reports filed under section 13(a) or 15(d) of the Securities
Exchange Act of 1934 (15 U.S.C. 78m(a), 780(d)) or section 6104 of the Internal
Revenue Code of 1986. (To determine if the public has access to the compensation
information, see the U.S. Security and Exchange Commission total compensation filings
at http://www.sec.gov/answers/execomp.htm.)

(e) The Contractor shall not split or break down first-tier subcontract awards to avalue less than
$30,000 to avoid the reporting requirements in paragraph (d) of this clause.

(f) The Contractor is required to report information on afirst-tier subcontract covered by paragraph (d)
when the subcontract is awarded. Continued reporting on the same subcontract is not required unless
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one of the reported data elements changes during the performance of the subcontract. The Contractor is
not required to make further reports after the first-tier subcontract expires.

(9) (1) If the Contractor in the previous tax year had grossincome, from all sources,
under $300,000, the Contractor is exempt from the requirement to report subcontractor awards.

(2) If asubcontractor in the previous tax year had gross income from all sources under $300,000,
the Contractor does not need to report awards for that subcontractor.

(h) The FSRS database at http://www.fsrs.gov will be prepopulated with some information from SAM
and FPDS databases. If FPDS information isincorrect, the contractor should notify the contracting
officer. If the SAM database information is incorrect, the contractor is responsible for correcting this
information.

52.204-14 SERVICE CONTRACT REPORTING REQUIREMENTS
(JAN 2014)

(a) Definition.

First-tier subcontract means a subcontract awarded directly by the Contractor for the purpose of
acquiring supplies or services (including construction) for performance of a prime contract. It does not
include the Contractor’ s supplier agreements with vendors, such as long-term arrangements for
materials or supplies that benefit multiple contracts and/or the costs of which are normally applied to a
Contractor’s general and administrative expenses or indirect costs.

(b) The Contractor shall report, in accordance with paragraphs (c) and (d) of this clause, annually by
October 31, for services performed under this contract during the preceding Government fiscal year
(October 1-September 30).

(c) The Contractor shall report the following information:
(2) Contract number and, as applicable, order number.

(2) Thetota dollar amount invoiced for services performed during the previous Government
fiscal year under the contract.

(3) The number of Contractor direct labor hours expended on the services performed during the
previous Government fiscal year.

(4) Data reported by subcontractors under paragraph (f) of this clause.

(d) Theinformation required in paragraph (c) of this clause shall be submitted viathe internet at
www.sam.gov. (See SAM User Guide). If the Contractor fails to submit the report in atimely manner,
the contracting officer will exercise appropriate contractual remedies. In addition, the Contracting
Officer will make the Contractor’ s failure to comply with the reporting requirements a part of the
Contractor’s performance information under FAR subpart 42.15.

(e) Agencieswill review Contractor reported information for reasonableness and consistency with
available contract information. In the event the agency believes that revisions to the Contractor reported
information are warranted, the agency will notify the Contractor no later than November 15. By
November 30, the Contractor shall revise the report, or document its rationale for the agency.

(f) (1) The Contractor shall require each first-tier subcontractor providing services under this
contract, with subcontract(s) each valued at or above the thresholds set forth in 4.1703(a)(2), to
provide the following detailed information to the Contractor in sufficient time to submit the
report:
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(i) Subcontract number (including subcontractor name and DUNS number); and

(i) The number of first-tier subcontractor direct-labor hours expended on the services
performed during the previous Government fiscal year.

(2) The Contractor shall advise the subcontractor that the information will be made available to
the public as required by section 743 of Division C of the Consolidated Appropriations Act, 2010.

52.204-15 SERVICE CONTRACT REPORTING REQUIREMENTS
FOR INDEFINITE-DELIVERY CONTRACTS (JAN 2014)

(a) Definition.

First-tier subcontract means a subcontract awarded directly by the Contractor for the purpose of
acquiring supplies or services (including construction) for performance of a prime contract. It does not
include the Contractor’ s supplier agreements with vendors, such as long-term arrangements for
materials or supplies that benefit multiple contracts and/or the costs of which are normally applied to a
Contractor’s general and administrative expenses or indirect costs.

(b) The Contractor shall report, in accordance with paragraphs (c) and (d) of this clause, annually by
October 31, for services performed during the preceding Government fiscal year (October 1—
September 30) under this contract for orders that exceed the threshol ds established in 4.1703(a)(2).

(c) The Contractor shall report the following information:
(2) Contract number and order number.

(2) Thetota dollar amount invoiced for services performed during the previous Government
fiscal year under the order.

(3) The number of Contractor direct labor hours expended on the services performed during the
previous Government fiscal year.

(4) Datareported by subcontractors under paragraph (f) of this clause.

(d) Theinformation required in paragraph (c) of this clause shall be submitted viathe internet at
www.sam.gov. (See SAM User Guide). If the Contractor fails to submit the report in atimely manner,
the Contracting Officer will exercise appropriate contractual remedies. In addition, the Contracting
Officer will make the Contractor’ s failure to comply with the reporting requirements a part of the
Contractor’s performance information under FAR subpart 42.15.

(e) Agencieswill review Contractor reported information for reasonableness and consistency with
available contract information. In the event the agency believes that revisions to the Contractor reported
information are warranted, the agency will notify the Contractor no later than November 15. By
November 30, the Contractor shall revise the report, or document its rationale for the agency.

(f) (1) The Contractor shall require each first-tier subcontractor providing services under this
contract, with subcontract(s) each valued at or above the thresholds set forth in 4.1703(a)(2), to
provide the following detailed information to the Contractor in sufficient time to submit the
report:

(i) Subcontract number (including subcontractor name and DUNS number), and

(i) The number of first-tier subcontractor direct-labor hours expended on the services
performed during the previous Government fiscal year.

(2) The Contractor shall advise the subcontractor that the information will be made available to
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the public as required by section 743 of Division C of the Consolidated Appropriations Act, 2010.

52.204-18 COMMERCIAL AND GOVERNMENT ENTITY CODE
MAINTENANCE (JUL 2015)

(a) Definition. As used in this clause —
Commercial and Government Entity (CAGE) code means —

(1) Anidentifier assigned to entities located in the United States or its outlying areas by the
Defense Logistics Agency (DLA) Contractor and Government Entity (CAGE) Branch to identify
acommercial or government entity, or

(2) Anidentifier assigned by a member of the North Atlantic Treaty Organization (NATO) or by
the NATO Support Agency (NSPA) to entities |ocated outside the United States and its outlying
areas that the DLA Contractor and Government Entity (CAGE) Branch records and maintainsin
the CAGE master file. This type of code is known as an NCAGE code.

(b) Contractors shall ensure that the CAGE code is maintained throughout the life of the contract. For
contractors registered in the System for Award Management (SAM), the DLA Contractor and
Government Entity (CAGE) Branch shall only modify data received from SAM in the CAGE master
fileif the contractor initiates those changes via update of its SAM registration. Contractors undergoing
anovation or change-of-name agreement shall notify the contracting officer in accordance with subpart
42.12. The contractor shall communicate any change to the CAGE code to the contracting officer
within 30 days after the change, so that a modification can be issued to update the CAGE code on the
contract.

(c) Contractors located in the United States or its outlying areas that are not registered in SAM shall
submit written change requeststo the DLA Contractor and Government Entity (CAGE) Branch.
Requests for changes shall be provided on a DD Form 2051, Request for Assignment of a Commercial
and Government Entity (CAGE) Code, to the address shown on the back of the DD Form 2051. Change
requests to the CAGE master file are accepted from the entity identified by the code.

(d) Contractors located outside the United States and its outlying areas that are not registered in SAM
shall contact the appropriate National Codification Bureau or NSPA to request CAGE changes. Points
of contact for National Codification Bureaus and NSPA, as well as additional information on obtaining
NCAGE codes, are available at http://www.dlis.dlamil/nato/ObtainCAGE.asp.

(e) Additional guidance for maintaining CAGE codes is available at
http://www.dlis.dla.mil/cage_welcome.asp.

52.204-19 INCORPORATION BY REFERENCE OF
REPRESENTATIONS AND CERTIFICATIONS (DEC 2014)

The Contractor’s representations and certifications, including those completed electronically viathe System
for Award Management (SAM), are incorporated by reference into the contract.

52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR
INFORMATION SYSTEMS (JUN 2016)

(a) Definitions. As used in this clause —

Covered contractor information system means an information system that is owned or operated by a contractor
that processes, stores, or transmits Federal contract information.
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Federal contract information means information, not intended for public release, that is provided by or
generated for the Government under a contract to develop or deliver a product or service to the Government, but not
including information provided by the Government to the public (such as on public Web sites) or smple
transactional information, such as necessary to process payments.

Information means any communication or representation of knowledge such as facts, data, or opinions, in any
medium or form, including textual, numerical, graphic, cartographic, narrative, or audiovisual (Committee on

National Security Systems Instruction (CNSSI) 4009).

Information system means a discrete set of information resources organized for the collection, processing,
maintenance, use, sharing, dissemination, or disposition of information (44 U.S.C. 3502).

Safeguarding means measures or controls that are prescribed to protect information systems.
(b) Safeguarding reguirements and procedures.
(1) The Contractor shall apply the following basic safeguarding requirements and procedures to
protect covered contractor information systems. Requirements and procedures for basic
safeguarding of covered contractor information systems shall include, at a minimum, the

following security controls:

(i) Limit information system access to authorized users, processes acting on behalf of
authorized users, or devices (including other information systems).

(ii) Limit information system access to the types of transactions and functions that
authorized users are permitted to execute.

(iii) Verify and control/limit connections to and use of external information systems.
(iv) Control information posted or processed on publicly accessible information systems.
(v) Identify information system users, processes acting on behalf of users, or devices.

(vi) Authenticate (or verify) the identities of those users, processes, or devices, asa
prerequisite to allowing access to organizational information systems.

(vii) Sanitize or destroy information system media containing Federal Contract
Information before disposal or release for reuse.

(viii) Limit physical accessto organizational information systems, equipment, and the
respective operating environments to authorized individuals.

(ix) Escort visitors and monitor visitor activity; maintain audit logs of physical access;
and control and manage physical access devices.

(x) Monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries
and key internal boundaries of the information systems.

(xi) Implement subnetworks for publicly accessible system components that are
physically or logically separated from internal networks.

(xii) Identify, report, and correct information and information system flawsin atimely
manner.

(xiii) Provide protection from malicious code at appropriate locations within
organizational information systems.

Page: 11 of 176



Contract Clauses for Solicitation FCIS-JB-980001-B Refresh Number 40 Contract Number: GS-35F-303DA

(xiv) Update malicious code protection mechanisms when new releases are available.

(xv) Perform periodic scans of the information system and real-time scans of files from
external sources as files are downloaded, opened, or executed.

(2) Other requirements. This clause does not relieve the Contractor of any other specific
safeguarding requirements specified by Federal agencies and departments relating to covered
contractor information systems generally or other Federal safeguarding requirements for
controlled unclassified information (CUI) as established by Executive Order 13556.

(c) Subcontracts. The Contractor shall include the substance of this clause, including this paragraph (c), in
subcontracts under this contract (including subcontracts for the acquisition of commercial items, other than
commercially available off-the-shelf items), in which the subcontractor may have Federal contract information
residing in or transiting through its information system.

52.204-4 PRINTED OR COPIED DOUBL E-SIDED ON
POSTCONSUMER FIBER CONTENT PAPER (MAY 2011)

(a) Definitions. As used in this clause—
Postconsumer fiber means—

(1) Paper, paperboard, and fibrous materials from retail stores, office buildings, homes, and so
forth, after they have passed through their end-usage as a consumer item, including: used
corrugated boxes; old newspapers; old magazines; mixed waste paper; tabulating cards; and used
cordage; or

(2) All paper, paperboard, and fibrous materials that enter and are collected from municipal solid
waste; but not

(3) Fiber derived from printers’ over-runs, converters' scrap, and over-issue publications.

(b) The Contractor isrequired to submit paper documents, such as offers, letters, or reports that are
printed or copied double-sided on paper containing at least 30 percent postconsumer fiber, whenever
practicable, when not using electronic commerce methods to submit information or data to the
Government.

52.204-7 CENTRAL CONTRACTOR REGISTRATION (JUL 2013)
(a) Definitions. As used in this provision —

Data Universal Numbering System (DUNS) number means the 9-digit number assigned by Dun and
Bradstreet, Inc. (D& B) to identify unique business entities.

Data Universal Numbering System+4 (DUNS+4) number means the DUNS number assigned by D& B
plus a 4-character suffix that may be assigned by a business concern. (D& B has no affiliation with this
4-character suffix.) This 4-character suffix may be assigned at the discretion of the business concern to
establish additional System for Award Management records for identifying alternative Electronic Funds
Transfer (EFT) accounts (see the FAR at Subpart 32.11) for the same concern.

Registered in the System for Award Management (SAM) database means that —

(1) The offeror has entered all mandatory information, including the DUNS number or the
DUNS+4 number, the Contractor and Government Entity (CAGE) code, as well as datarequired
by the Federal Funding Accountability and Transparency Act of 2006 (see Subpart 4.14) into the
SAM database;
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(b)

(2) The offeror has completed the Core, Assertions, and Representations and Certifications, and
Points of Contact sections of the registration in the SAM database;

(3) The Government has validated all mandatory data fields, to include validation of the Taxpayer
Identification Number (TIN) with the Internal Revenue Service (IRS). The offeror will be
required to provide consent for TIN validation to the Government as a part of the SAM
registration process; and

(4) The Government has marked the record “ Active”.

(2) By submission of an offer, the offeror acknowledges the requirement that a prospective
awardee shall be registered in the SAM database prior to award, during performance, and through
final payment of any contract, basic agreement, basic ordering agreement, or blanket purchasing
agreement resulting from this solicitation.

(2) The offeror shall enter, in the block with its name and address on the cover page of its offer,
the annotation “DUNS’ or “DUNS+4” followed by the DUNS or DUNS+4 number that identifies
the offeror’ s name and address exactly as stated in the offer. The DUNS number will be used by
the Contracting Officer to verify that the offeror is registered in the SAM database.

(c) If the offeror does not have a DUNS number, it should contact Dun and Bradstreet directly to obtain

one.

(1) An offeror may obtain a DUNS number —

(i) Viathe Internet at http://fedgov.dnb.com/webform or if offeror does not have internet
access, it may call Dun and Bradstreet at 1-866-705-5711 if located within the United
States; or

(i) If located outside the United States, by contacting the local Dun and Bradstreet office.
The offeror should indicate that it is an offeror for aU.S. Government contract when
contacting the local Dun and Bradstreet office.

(2) The offeror should be prepared to provide the following information:
(i) Company legal business.

(ii) Tradestyle, doing business, or other name by which your entity is commonly
recognized.

(iii) Company Physica Street Address, City, State and Zip Code.

(iv) Company Mailing Address, City, State and Zip Code (if separate from physical).
(v) Company Telephone Number.

(vi) Date the company was started.

(vii) Number of employees at your location.

(viii) Chief executive officer/key manager.

(ix) Line of business (industry).

(x) Company Headquarters name and address (reporting relationship within your entity).

(d) If the Offeror does not become registered in the SAM database in the time prescribed by the
Contracting Officer, the Contracting Officer will proceed to award to the next otherwise successful
registered Offeror.

(e) Processing time, which normally takes 48 hours, should be taken into consideration when
registering. Offerors who are not registered should consider applying for registration immediately upon
receipt of this solicitation.
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(f) Offerors may obtain information on registration at https://www.acquisition.gov.

52.204-9 PERSONAL IDENTITY VERIFICATION OF
CONTRACTOR PERSONNEL (JAN 2011)

(a) The Contractor shall comply with agency personal identity verification procedures identified in the
contract that implement Homeland Security Presidential Directive-12 (HSPD-12), Office of
Management and Budget (OMB) guidance M-05-24, and Federal Information Processing Standards
Publication (FIPS PUB) Number 201.

(b) The Contractor shall account for al forms of Government-provided identification issued to the
Contractor employees in connection with performance under this contract. The Contractor shall return
such identification to the issuing agency at the earliest of any of the following, unless otherwise
determined by the Government:

(1) When no longer needed for contract performance.
(2) Upon completion of the Contractor employee’ s employment.
(3) Upon contract completion or termination.

(c) The Contracting Officer may delay final payment under a contract if the Contractor failsto comply
with these requirements.

(d) The Contractor shall insert the substance of this clause, including this paragraph (d), in all
subcontracts when the subcontractor’ s employees are required to have routine physical accessto a
Federally controlled facility and/or routine access to a Federally-controlled information system. It shall
be the responsihility of the prime Contractor to return such identification to the issuing agency in
accordance with the terms set forth in paragraph (b) of this section, unless otherwise approved in
writing by the Contracting Officer.

52.207-5 OPTION TO PURCHASE EQUIPMENT (FEB 1995)

(a) The Government may purchase the equipment provided on alease or rental basis under this contract.
The Contracting Officer may exercise this option only by providing a unilateral modification to the
Contractor. The effective date of the purchase will be specified in the unilateral modification and may
be any time during the period of the contract, including any extensions thereto.

(b) Except for final payment and transfer of title to the Government, the lease or rental portion of the
cont